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Designate contact point as critical infrastructure

operator
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Lagen Portalverbund Statistische Erhebungen und Meldepflichten (2090200)
Einheitlicher Nein

Ansprechpartner

Fachlich freigegeben am 20.07.2021

Fachlich freigegen durch Federal Ministry of the Interior, for Construction and
Home Affairs

Handlungsgrundlage https://www.gesetze-im-internet.de/bsig_2009/__8b.ht
ml
https://www.gesetze-im-internet.de/bsi-kritisv/index.ht
ml

Teaser If you operate a Critical Infrastructure, you must name

a point of contact to the Federal Office for Information
Security that can be reached at any time.

Volltext Critical infrastructures are organizations and facilities
that are of high importance for the functioning of the
community and whose failure or impairment would
result in significant supply bottlenecks or threats to
public safety.

If you operate a Critical Infrastructure as defined by
law, you must, among other things, provide the Federal
Office for Information Security (BSI) with a contact
point where you can be reached at all times. The BSI
will send you various information to this address, for
example IT security warnings and situation
information.

As a rule, the BSI sends information during normal
business hours. In exceptional cases, urgent warnings
are also possible outside normal business hours, i.e.
on public holidays, weekends or at night.

Erforderliche Unterlagen As a rule, you do not need to submit any additional
documentation.

Voraussetzungen You must designate a point of contact if your
organization operates Critical Infrastructure, which
means:

* You belong to one of the following sectors: Energy

Kontaktstelle fir Betreiber Kritischer Infrastrukturen Registrierung Heruntergeladen am
99118019019000 29.06.2025



=0o
( F..IM []%FIT(O

EIN PRODUKT DES IT-PLANUNGSRATS

Modul Sachverhalt

Water Food Information technology and
telecommunications Health Finance and insurance
Transport and traffic

* In these sectors, they provide services to the general
public, the failure or impairment of which would lead
to significant supply shortages or threats to public
safety (critical services).

* You reach or exceed certain thresholds applicable per
sector and for the respective facilities. For example, if
your facilities can generate a certain amount of energy
or they extract a certain amount of water.

Kosten The BSI does not charge for the designation of the
contact point.

Verfahrensablauf You can designate the contact point via the BSI
reporting and information portal:

« Call up the BSI's reporting and information portal. If
your organization is already registered, you can log in
via "Login". If not, you can start the registration process
by clicking "Register". You will then receive the access

data by mail.

« Completely fill out the form to designate a contact
point.

* Then fill out an "Attachment 2" for each of your
infrastructures.

* You can then check your data again and submit it.

* After submitting, you can save your form as a PDF file.
Print out the form, sign it and send it to the BSI's KRITIS
office.

* The BSI will check your registration.

* You will receive confirmation of your registration by
e-mail, as well as further information and documents
by mail once the registration is complete.

* If you have any questions about the registration
process, you can contact the BSI's KRITIS office. For
technical questions about the reporting portal, please
contact the reporting office at the National IT Situation
Center.

Note: If you do not designate a contact point, the BSI
can carry out the registration itself and inform the
responsible federal supervisory authority.
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Bearbeitungsdauer The processing of your report usually takes 1 to 2

weeks.

Frist As soon as they are deemed to be a critical
infrastructure operator for the first time or again, you
must designate a point of contact no later than the
next following business day.

weiterfuhrende https://www.bsi.bund.de/DE/Themen/KRITIS-und-reguli

Informationen erte-Unternehmen/Kritische-Infrastrukturen/Allgemein
e-Infos-zu-KRITIS/allgemeine-infos-zu-kritis_node.html
https://mip.bsi.bund.de/Anlage_3.pdf

Hinweise When you complete "Attachment 2", you are not
declaring that you are a Critical Infrastructure
Operator. Use "Annex 2" even if you think that you are
not covered by the regulations. The BSI will make the
appropriate classification.

Rechtsbehelf * Objection
* You can usually file an objection with the Federal
Office against an administrative act of the Federal
Office with which you do not agree. This is also
indicated in the instructions on legal remedies at the
end of the decision.
* In the appeal procedure, the Federal Office will once
again review the decision it has made, taking into
account the arguments you have put forward for
redress before legal proceedings.
* Action before the administrative court: In principle, an
action before the court is only possible once you have
received an objection notice in response to your
objection.

Kurztext « Contact Point for Critical Infrastructure Operators
Registration
+ Obligation to specify a contact point for organizations
operating a Critical Infrastructure (KRITIS) as defined by

the BSI Act
* KRITIS regulation specifies sectors and thresholds in
detail

* Federal Office for Information Security (BSI) sends
information to the contact point, e.g. security warnings,
situation information

+ Contact point must Be able to receive information at
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any time (around the clock), be able to view and
evaluate information without delay.

* Designation of the contact point via the BSI's
reporting and information portal (MIP).

* Responsible: BSI

Ansprechpunkt
Zustandige Stelle

Formulare Forms: yes
Online procedure possible: partially
Written form required: no

Personal appearance required: no

Ursprungsportal Kontaktstelle fur Betreiber Kritischer Infrastrukturen
Registrierung, Kontaktstelle fur Betreiber Kritischer
Infrastrukturen Registrierung
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